Transforming the Resilience of Cognitive, Cyber-physical Systems

Statement of Themes: Symposia dedicated to promising research in resilient systems that will protect critical
cyber-physical infrastructures from unexpected and malicious threats--securing our way of life.

Special/Invite Announcement & Call for Papers

Session S/I-04: Resilience and Asymmetry

Session Abstract:

When most researchers in the area of cyber resilience think of asymmetry, they
define it in terms of the imbalance between the attacker and the defender. For the
purposes of this session, we propose a slightly more rigorous definition. Specifically
we define asymmetry as “a disproportionate, exploitable imbalance between actors
related to, but not limited to, resources, level of effort, risk, or consequences in an
attack.” Foundational work has been recently accomplished in examining the
concepts, economics, architectures and measurements of asymmetry and it's
relation with resilience. In this session, we will present a summary of this previous
work. In addition, the session will host two presenters who will examine these
concepts through the lens of their operational needs.
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